
 

Princess Sumaya University for Technology  

King Abdullah II Faculty of Engineering   

Computer Engineering Department  

   

IT SECURITY MANAGEMENT ISMS PROJECT  
    

  
 

Author:       Supervisor:   

Anas Ereiqat  

  

20200231 

  

  

  

  

Dr. Ali Alhaj  

 

 

 

 

 

Jan 22, 2024    



1  

  

TABLE OF CONTENTS  

1 INTRODUCTION ....................................................................................................................................... 2 

1.1 OBJECTIVES ....................................................................................................................................... 2 

2 CyberGuard ASSETS ................................................................................................................................ 2 

2.1 HARDWARE ASSETS ....................................................................................................................... 2 

2.2 SOFTWARE ASSETS ........................................................................................................................ 3 

2.3 INFORMATION ASSETS ................................................................................................................. 4 

2.4 BUSINESS ASSETS ........................................................................................................................... 4 

3 ENTERPRISE POLICY ............................................................................................................................. 4 

3.1 PURPOSE ............................................................................................................................................. 4 

3.2 SCOPE ................................................................................................................................................... 5 

3.3 INFORMATION SECURITY POLICY ........................................................................................... 5 

3.3.1 Principle ..................................................................................................................................... 5 

3.3.2 Chief Executives Statement of Commitment ................................................................ 5 

3.3.3 Introduction .............................................................................................................................. 5 

3.3.4 Information Security Defined ............................................................................................ 5 

3.3.6 Information Security Policy Framework........................................................................ 6 

3.3.7 Information Security Roles and Responsibilities ....................................................... 6 

3.3.8 Monitoring ................................................................................................................................. 6 

3.3.9 Legal Regulatory Obligations ............................................................................................. 7 

3.3.10 Training and Awareness ....................................................................................................... 7 

3.4 POLICY COMPLIANCE .................................................................................................................... 7 

3.4.1 Compliance Measurement: Checking if We Follow the Rules ................................ 7 

3.4.2 Exceptions: When We Can Bend the Rules .................................................................... 7 

3.4.3 Non-Compliance ...................................................................................................................... 7 

4 RISK ASSESSMENT .................................................................................................................................. 7 

4.1 QUALITATIVE RISK DETERMINATION .................................................................................... 7 

4.2 RISK REGISTER ................................................................................................................................ 9 

5 IMPLEMENTATION PLAN ................................................................................................................... 14 

 



2  

  

  

1 INTRODUCTION  

  

Founded in 2018, CyberGuard Innovations Ltd. is a private company in AL-Abdali that's all 

about cybersecurity. They're really good at using the latest technology to keep things safe. 

They care a lot about keeping client info private. All the staff info and important data are 

stored in their local servers. Since technology is super important for CyberGuard, they 

make sure everything in their system stays safe. This is a big deal because it helps the 

company keep running smoothly and keeps its good reputation in the cybersecurity 

world.  

1.1 OBJECTIVES  

The primary goal of this project is to enhance the cybersecurity measures at CyberGuard 

Innovations Ltd. We plan to achieve this by conducting a comprehensive risk assessment 

of all company assets. The assessment will strictly comply to the ISO 27001 standard, 

guiding us through a detailed review of the statement of applicability. Subsequently, we 

will implement the necessary controls prescribed by the standard to fortify our 

cybersecurity framework and ensure the integrity and security of our systems and data. 

   

2 CyberGuard ASSETS  

This section will identify the list of assets of different types in the company.  

2.1 HARDWARE ASSETS  

The table below lists all the hardware assets included in the hospital’s scope.  

#  Hardware Type  Vulnerabilities  

1  

High-Performance 

Computing 

Infrastructure  

Overheating, Power Outages, Hardware Failures. 

2  
Network Devices 

(Routers, Switches)  

Unauthorized Access, Firmware Vulnerabilities, DDoS 

Attacks. 

3  
Servers (Local and 

Cloud-based) 

Software Exploits, Unauthorized Access, Data Breaches 

4  
Workstations and 

Laptops 

Malware Infections, Phishing Attacks, Physical Theft. 
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5  

Mobile Devices 

(Smartphones, 

Tablets)  

Data Leakage, Malicious Apps, Device Loss or Theft 

6 
Data Storage Devices 

(Hard Drives, SSDs)  

Data Corruption, Data Theft, Physical Damage 

7 

Physical Security 

Systems (CCTV, 

Access Control)  

Tampering, Unauthorized Access, Communication 

Interception 

       

2.2 SOFTWARE ASSETS  

The table below lists all the software assets included in the hospital’s scope.  

#  Software Type  Vulnerabilities 

1 Operating Systems Unpatched Vulnerabilities, Malware Exploits, Insider 

Threats 

2 Security Software 

(Firewalls, Antivirus) 

Inadequate Configuration, Signature Lag, False 
Positives 

3 Database Management 

Systems (DBMS) 

SQL Injection, Insecure Configurations, Unauthorized 

Access 

4 Web Applications Cross-Site Scripting (XSS), Cross-Site Request Forgery 

(CSRF), Session Hijacking 

5 Encryption Software Weak Encryption Algorithms, Key Management 

Issues, Implementation Flaws 

6 Authentication Systems Weak Password Policies, Credential Stuffing, Brute 

Force Attacks 

7 Network Monitoring 

Tools 

Misconfigurations, Lack of Real-time Alerts, Data 

Overload 

8 Collaboration Software 

(Messaging, Video 

Conferencing) 

Data Leakage, Unauthorized Access, Endpoint 
Vulnerabilities 

9 Backup and Recovery 

Software 

Insufficient Backup Frequency, Lack of Encryption, 
Data Integrity Concerns 

10 Patch Management 

Tools 

Delayed Patch Deployments, Incomplete Vulnerability 

Assessment, Compatibility Issues 
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2.3 INFORMATION ASSETS  

The table below lists all the information assets included in the hospital’s scope.  

# Information Assets Vulnerabilities 

1 Proprietary Threat Intelligence Databases Unauthorized Access, Data 
Corruption, Insider Threats 

2 Client Confidentiality (Sensitive Cybersecurity 

Strategies) 

Data Breaches, Insider 

Threats, Unauthorized 

Access 

3 Research and Development Prototypes Intellectual Property Theft, 

Unauthorized Access 

  

  

2.4 BUSINESS ASSETS  

The table below lists all the business assets included in the hospital’s scope.  

#  Business Type  Vulnerabilities 

1  Customer Base  
Loss of Customers, Negative Feedback, 

Data Breaches 

2  Staff and Employee Information

  

Unauthorized Access, Data Breaches, 

Insider Threats 

3  Brand Reputation  
Negative Publicity, Social Media 

Attacks, Customer Complaints 

  

    
3 ENTERPRISE POLICY  

3.1 PURPOSE 

This policy is here to explain the rules that keep our company's information safe. We want 

to make sure data is private, accurate, and available when needed. 
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3.2 SCOPE  

These rules apply to everyone in our company – employees, contractors, vendors, guests, 

and anyone connected to us. The rules cover everything we use, like computers, systems, 

and our physical spaces. 

 

3.3 INFORMATION SECURITY POLICY  

3.3.1 Principle  

Our main rule is to have clear steps to protect patient privacy and make sure information 

stays safe and available. 

  

3.3.2 Chief Executives Statement of Commitment  

Our leaders promise to focus on risk, make sure everyone understands risks, and follow 

rules to keep data safe. 

  

3.3.3 Introduction  

Keeping information safe is really important for our employees, customers, and the 

company. We use a system to manage information security to keep things running 

smoothly. 

3.3.4 Information Security Defined  

Information security means making sure information is private, accurate, and always 

available. 

Confidentiality  

  

Information is private and hidden.  

Integrity  

  

Information is complete and accurate.  

Availability  

  

Information and services are available and ready for use.  

  

3.3.5 Information Security Objectives: What We Want to Achieve 

We want to have what we need to keep information safe and protect the data we collect. 

Our goal is to make sure our company keeps working well.  
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3.3.6 Information Security Policy Framework  

The information security management system is built upon an information security policy 

framework. In conjunction with this policy, the following policies make up the policy 

framework:  

• P1: Acceptable Encryption Policy.  

• P2: Acceptable Use Policy.  

• P3: Backup Policy. 

• P4: Clean Desk Policy.  

• P5: Data Breach Response Policy. 

• P6:  Email Retention Policy. 

• P7: Employee Internet Use Monitoring and Filtering Policy. 

• P8: End User Encryption Key Protection Policy. 

• P9: Internet Usage Policy.  

• P10: Lab Security Policy.  

• P11: Password Construction Guidelines.  

• P12: Password Protection Policy.  

• P13: Remote Access Policy.  

• P14: Removable Media Policy.  

• P15: Risk Assessment Policy.  

• P16: Security Response Plan Policy.  

• P17: Software Installation Policy.  

The documents for each policy can be found in the folder titled “All Policies” uploaded to 

the Drive.  

  

3.3.7 Information Security Roles and Responsibilities  

Everyone has a role in keeping information safe, from the top leaders to each team member. 

We all need to follow the rules and report anything that seems suspicious. 

  

3.3.8 Monitoring  

We keep an eye on our systems and networks to catch any problems. We use tools to watch 

for things like viruses and unusual activities.  
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3.3.9 Legal Regulatory Obligations  

We take our legal duties seriously. We follow rules like ISO 27001 to keep our information 

systems secure. 

3.3.10 Training and Awareness  

We teach our team about staying safe with information. Everyone gets training when they 

start, and we update it regularly to cover new things. 

  

3.4 POLICY COMPLIANCE  

3.4.1 Compliance Measurement: Checking if We Follow the Rules 

Our security team checks if we're following these rules. They might walk around, watch 

videos, use tools, or do audits to make sure. 

3.4.2 Exceptions: When We Can Bend the Rules  

If we need to do something different, we ask the security team first. We can't break the 

rules without asking. 

3.4.3 Non-Compliance  

If someone doesn't follow these rules, they might get in trouble. It could lead to things like 

talking to their manager or even losing their job. 

 

4 RISK ASSESSMENT  

This section focuses on understanding and managing risks at CyberGuard Innovations Ltd. 

It consists of two parts: qualitative risk determination and a risk register. 

4.1 QUALITATIVE RISK DETERMINATION  

The level of risk can be determined using the following equation:  

𝑅𝑖𝑠𝑘 = 𝐼𝑚𝑝𝑎𝑐𝑡 × 𝐿𝑖𝑘𝑒𝑙𝑖ℎ𝑜𝑜𝑑  

Where:  

• 𝐼𝑚𝑝𝑎𝑐𝑡 = 𝐴𝑠𝑠𝑒𝑡 × 𝑇ℎ𝑟𝑒𝑎𝑡  

• 𝐿𝑖𝑘𝑒𝑙𝑖ℎ𝑜𝑜𝑑 = 𝑇ℎ𝑟𝑒𝑎𝑡 × V𝑢𝑙𝑛𝑒𝑟𝑎𝑏𝑖𝑙𝑖𝑡𝑦 × 𝐶𝑜𝑛𝑡𝑟𝑜𝑙𝑠  

We will use qualitative ratings for the elements in the equation to determine the overall 

risk. The matrices presenting these qualitative ratings are shown below: 
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1) Resistance Strength Matrix.  

  

    
2) Vulnerability Matrix.  

  
 

3) Exposure Matrix.  



9  

  

  

    

4) Likelihood Matrix.  

   

4.2 RISK REGISTER  

The table below shows the risk register for all assets in the hospital. It should be mentioned 

that:  
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• The likelihood metrics are (from lowest to highest): rare – unlikely – possible – 

likely – almost certain.  

• The impact metrics are (from lowest to highest): very low – low – medium – high – 

very high.  

• The risk metrics are (from lowest to highest): low – medium – high.  

    

#  Assets  
Threat/ 

Vulnerabilities  

Existing Controls  
Likelihood  Impact  Risk  

Priority 

(1-5)  

Hardware Assets  

1  

High-

Performance 

Computing 

Infrastructure 

Overheating, 

Power Outages, 

Hardware 

Failures 

HVAC Systems, 

Power Backup 
Low  High  Medium  3  

2  

Network 

Devices 

(Routers, 

Switches) 

Unauthorized 

Access, 

Firmware 

Vulnerabilities, 

DDoS Attacks 

Access Control 

Lists, Regular 

Firmware Updates Medium Medium Medium 3  

3  

Servers (Local 

and Cloud-

based) 

Software 

Exploits, 

Unauthorized 

Access, Data 

Breaches 

Firewalls, 

Intrusion 

Detection System 

(IDS) 

High          High  High  4 

4  
Workstations 

and Laptops 

Malware 

Infections, 

Phishing Attacks, 

Physical Theft 

Antivirus 

Software, Email 

Filtering 

Medium  High  Medium  3  

5  

Mobile Devices 

(Smartphones, 

Tablets)   

Data Leakage, 

Malicious Apps, 

Device Loss or 

Theft 

Mobile Device 

Management 

(MDM) Solutions 
Low  High  Medium  2  

6  

Data Storage 

Devices (Hard 

Drives, SSDs) 

Hacking, 
confidentiality,  
integrity, and  

availability 

concerns  

Encryption, 

Access Controls 
Low  High  Medium  2  
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7  

Physical 

Security 

Systems (CCTV, 

Access Control) 

Tampering, 

Unauthorized 

Access, 

Communication 

Interception 

Regular Security 

Audits, Access 

Logs 

Low  Medium  Low  2  

 

Software Assets  

8 
Operating 

Systems 

Unpatched 

Vulnerabilities, 

Malware Exploits, 

Insider Threats 

Regular Patch 

Management, 

Antivirus 

Software 

Medium High Medium 3 

9 

Security 

Software 

(Firewalls, 

Antivirus) 

Inadequate 

Configuration, 

Signature Lag, 

False Positives 

Regular 

Configuration 

Audits, Real-time 

Updates 

Low Medium Low 2 

10 

Database 

Management 

Systems 

(DBMS) 

SQL Injection, 

Insecure 

Configurations, 

Unauthorized 

Access 

Authentication 

Controls, Regular 

Audits 

High High High 5 

11 
Web 

Applications 

Cross-Site 

Scripting (XSS), 

Cross-Site 

Request Forgery 

(CSRF), Session 

Hijacking 

Web Application 

Firewall, Code 

Reviews 

High High High 4 

12 
Encryption 

Software     

Weak Encryption 

Algorithms, Key 

Management 

Issues, 

Implementation 

Flaws 

Strong Key 

Management, 

Regular 

Encryption Audits 

Medium High Medium 3 

13 
Authentication 

Systems 

Weak Password 

Policies, 

Credential 

Stuffing, Brute 

Force Attacks 

Multi-Factor 

Authentication, 

Password Policies 

High High High 5 
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14 

Network 

Monitoring 

Tools 

Misconfigurations, 

Lack of Real-time 

Alerts, Data 

Overload 

Regular 

Configuration 

Checks, Real-time 

Alerts 

Medium      Medium      Medium      3 

15 

Collaboration 

Software 

(Messaging, 

Video 

Conferencing) 

Data Leakage, 

Unauthorized 

Access, Endpoint 

Vulnerabilities 

Secure 

Communication 

Protocols, Access 

Controls 

High        High        High        4 

16 

Backup and 

Recovery 

Software 

Insufficient 

Backup 

Frequency, Lack of 

Encryption, Data 

Integrity 

Concerns 

Regular Backup 

Testing, 

Encryption 

Practices 

Low High Medium 2 

17 

Patch 

Management 

Tools 

Delayed Patch 

Deployments, 

Incomplete 

Vulnerability 

Assessment, 

Compatibility 

Issues 

Automated Patch 

Deployment, 

Regular 

Assessments 

Medium Medium Medium 3 

Information Assets  

18 

Proprietary 

Threat 

Intelligence 

Databases 

Unauthorized 

Access, Data 

Corruption, 

Insider Threats 

Access Controls, 

Regular Audits 
Medium High  Medium  3  

19 

Client 

Confidentiality 

(Sensitive 

Cybersecurity 

Strategies) 

Data Breaches, 

Insider Threats, 

Unauthorized 

Access 

Encryption, 

Access Controls, 

User 

Authentication 

Medium High  Medium  3  

20  

Research and 

Development 

Prototypes       

Intellectual 

Property Theft, 

Unauthorized 

Access 

Secure 

Development 

Practices, Access 

Controls  

Low  High  Low  2  

   
Business Assets  
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21  Customer Base 

Loss of 

Customers, 

Negative 

Feedback, Data 

Breaches     

Customer 

Relationship 

Management, 

Data Encryption 

Medium  High  Medium  3  

22  

Staff and 

Employee 

Information 

Unauthorized 

Access, Data 

Breaches, Insider 

Threats 

Employee 

Training, Access 

Controls 

High  High  High  4  

23  
Brand 

Reputation 

Negative Publicity, 

Social Media 

Attacks, Customer 

Complaints 

Social Media 

Monitoring, 

Reputation 

Management 

Low High  Medium  2  
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5 IMPLEMENTATION PLAN  

The implementation plan is shown in the Statement of Applicability (SoA) for CyberGuard 

below. Also, will be attached.  

 



15  

  

 


